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Abstract. This study presents new method to detect Distributed Denial-of-

Service (DDoS) attacks by using Deep Belief Networks (DBN). The input data 

which represented the DDoS features in cloud environment are first analyzed by 
using DBN to extracted high level and sensitive features. The output of the DBN 
wired to the classifier (SoftMax and SVM). The aim of using the DBN is to 
extracted features that have ability to present the best classification results and to 
speed up the processing time by reducing the dimension of features. In the last stage, 
the Classifier trained in supervised method to classify the features into two labels 
there is attack or not. The obtained results compared with common researches deal 
with cloud security. 
 

 

1. Introduction 
 

Several potential descriptions are to be found for cloud computing. Greatest of them 

emphasis on the expertise only. studies have been done in order to mixes all these 

dissimilar descriptions to come up with one (planned) unchanging meaning. Cloud 
computing can best be labelled as a huge pond which covers hardware, software and 

other facilities that can be retrieved finished the “cloud”. All these capitals can be 

retrieved when essential. In common suitcases the breadwinner of the cloud vends 
his service as pay-per-use. This funds that there is great suppleness in the apply of 

these services as additional capitals are continuously obtainable. The description as 

defined above still greeneries a lot of queries around what cloud computing really is. 

The huge pool as stated previous denotes to the offered hardware, software and 
facilities as providing by cloud providing governments. [1, 2]. 
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The cloud computing features and models provided in the previous section provide 

improved, enhanced, and low-cost services to customers. The above models that 

provide the above mentioned features are applied using various techniques, for 

example virtualization and multiple simulations. Technologies combined with 
deploying cloud service models and deploy cloud security vulnerabilities and 

vulnerabilities in conjunction with traditional IT infrastructure [9]. Security risks in 

the cloud may differ from the risks of traditional IT infrastructure, whether in nature, 
severity, or both. In the end there has to be somebody accountable for that all occurs 

as labelled overhead. There have to be sure purposes that chequered whether all 

normal events are shadowed by all the operators. 
 

 
Figure 1.  Private and Public Cloud Computing Structure [5]. 

 

2. Security in cloud computing 

 
Data security is a mutual anxiety to all skills. Though, it develops a chief challenge 

when used to an unrestrained setting similar Cloud Computing. It is significant to 

differentiate between the security dangers related with all IT organizations and those 

presented by the applied of Cloud Computing. These dangers are usually related with 
open, communal and dispersed milieus. Consequently, when analysing the dangers, 

it is significant to distinct current glitches from those elevated by Cloud Computing.  

The cloud computing features and models provided in the previous section provide 
improved, enhanced, and low-cost services to customers. The above models that 

provide the above mentioned features are applied using various techniques, for 
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example virtualization and multiple simulations. Technologies combined with 
deploying cloud service models and deploy cloud security security vulnerabilities 

and vulnerabilities in conjunction with traditional IT infrastructure [6]. Security risks 

in the cloud may differ from the risks of traditional IT infrastructure, whether in 
nature, severity, or both. The ability to link cloud services as well with security 

concerns. Cloud transfer enables cloud users to switch between different clouds 

Service supplier without being influenced by the need to alteration delivery methods 

Tasks in various methods. In the end there has to be somebody accountable for that 
all occurs as labelled overhead. There have to be sure purposes that chequered 

whether all normal events are shadowed by all the operators. 

 
3. Deep-belief networks (dbn) 

 

A DBN can be distinct as a stack of restricted Boltzmann machines, in which each 
RBM layer connects with together the preceding and following layers. The bulges 

of any single layer don’t connect with apiece additional crosswise. This stack of 

RBMs strength end with Softmax layer to make a classifier, or it might simply 
assistance cluster unlabeled data in an unsupervised learning situation. With the 

exclusion of the first and final layers, every layer in a DBN has a dual part: it helps 

as the hidden layer to the bulges that originate beforehand it and as the input layer to 

the bulges that originate afterward. It is a network constructed of single-layer 
networks [7]. The structure of DBN presented in the Figure 2. 

 

 
Figure 2.  Deep-belief networks structure. 
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4. Ddos detection framework based stacked dbn based svm and 
softmax 

 

The proposed method DBN used both unsupervised and supervised learning for 

gaining best effects which is the simple idea of deep learning. 

 
DBN proposed for classifying the DDOS attacks which is new method displayed in 

Fiqure.3. As shown above the DDoS dataset contain from 27 attributes. Stacked 

DBN extracted high level feature from the input data. The reduce of dimension of 
feature mean gain in the computational time and it’s also increase the performance 

of the classification. The number of neurons in the first and second hidden layers 

determined by using trial and error technique to select optimal features that produce 

the best results. Furthermore, the number of neurons in the hidden layers is not ruled 
by laws or mathematical model. 

 
Figure 3.  DDOS Detection Framework Based Stacked DBN. 
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The output of DBN wired to the SoftMax classifier which is supervised learning and 

trained to learn the classification of the extracted features from DBN that there is 

attack or not. Furthermore, DBN compared with SVM which the output of the DBN 
wired to the SVM and the SVM trained in supervised technique. 

 
5. Experiments and discussion 

 

In this section several experiment executed for DDoS detection in cloud 

environment. The data that obtained from [10] and [11] are to train and test the 

proposed methods.   Several parameters are calculated and presented as shown in 
Eqs. (4.1), (4.2), (4.3).  

 

ACC =  
(𝑇𝑃 + 𝑇𝑁) 

(𝑃 + 𝑁) 
         (4.1) 

 

TPR =  
𝑇𝑃 

(𝑇𝑃 + 𝐹𝑁) 
         (4.2) 

 

SPC = 
𝑇𝑁

(𝐹𝑃 + 𝑇𝑁) 
         (4.3) 

 
The obtained results are compared in Figure 4. 

 

Figure 4.  Results compression. 
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As shown in the Figure 4, the DBN+DT presented best results than DBN+SVM and 

DBN+SOFTMAX. This is new idea to use the DBN+DT to detect the DDoS in cloud 

environment. Furthermore, the execution time also compared between the two 

datasets in both CICDDoS2019 and DDoS dataset. The execution time of the 
proposed methods presented and compared in Figure 5. 

 

 

 

Figure 5.  Execution time compression. 

 

Furthermore, the author advises to use the DBN+DT in low size of data because its 
presented high accuracy and low computation time when compared with DBN+SVM 

and DBN+SOFTMAX.  

 

Finally, our proposed methods compared with well-known researches presented in 
this field see Table 1. 

 

The DBN+SVM presented 98.5 which is comparable when compared with several 
studies. The  DBN+SVM presented best results from [9] Except  MLP which  three 

techniques proposed in this study. Furthermore, presented best result than [10] and 

lower than [11]. Finally, the DBN+DT presented best results than all presented in 
Table 1. 
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Table 1. Compression with previous studies. 

References ACC (%) 

MLP [8] 98.63 

Random Forest [9] 96.91 

Naïve Bayes [9] 97.29 

SSAE-SVM [10] 97.65 

Deep Auto-encoder +Taguchi Method [11] 99.60 

Our Method (DBN+DT) 99.75 

Our Method (DBN+SVM) 98.5 

 

6. Conclusion 
 

Cloud environment security, involves from several rules, strategies, policies and 
technologies that effort together to defend cloud-based systems, data and 

infrastructure. Furthermore, deep learning techniques were presented remarkable 

results in various fields such as image classification, video processing, and language 
recognition.  The DBN is deep learning techniques which applied in various studies. 

In this study, two new methods presented to detect DDoS attack. The DBN+SVM 

and DBN+DT new two methods applied to DDoS detection problem in cloud 
environment.  The proposed two new deep learning techniques presented remarkable 

results when compared with several studies based machine learning and other 

methods.  

 
On the other hand, the execution time of our methods also suitable compared with 

SOFTMAX. The both DT and SVM presented lower execution time than 

SOFTMAX. Moreover, the DT presented faster exaction time than SVM in both 
datasets. 

 

In the future studies, the author advice to applied other deep learning techniques such 

as CNN, RNN, and LSTM to the cloud computing security problems. Furthermore, 
the DBN can be combined with other classifiers to optimize the results. Moreover, 

the proposed method can applied to various classification problems such as object 

detection, image recognition, and diseases diagnosis. 
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